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This paper presents a fault injection attack in order to reverse engineer unknown s-boxes of a DES-like cryptosystem. It is a signicant improvement of the FIRE attack presented by San Pedro et al.
which uses dierentials between s-boxes outputs. Since injecting faults
on a cryptographic circuit may irreversibly damage the device, our aim
has been to minimise the number of faults needed. We show that by
considering faults in the penultimate round instead of last round, twice
less faults are needed to reverse the s-boxes. Our attack requires no a
priori knowledge on the s-boxes. However, if we assume that s-boxes satisfy some selected properties, then our attack can be made even more
ecient, by a factor of two. Finally our attack needs four times less faults.
Abstract.

Keywords: physical attacks, fault injection attacks, reverse engineering, FIRE,
DES-like cryptosystem, s-boxes.
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Introduction

Although Kerckhos' principle [1] enunciates that a cryptosystem should be
secure even if its algorithm is public knowledge, private algorithms are still used.
For instance, Cryptomeria Cipher (C2) is a proprietary block cipher used to
protect DVDs. An other example is the suite of A3 / A5 / A8 algorithms used
for authentication / condentiality / key agreement in GSM applications, that
are designed to contain some secret customization. However, creating a strong
new cryptosystem from scratch is not easy. It is better to use an algorithm which
has gained one's spurs, therefore private algorithms are often derived from wellknown algorithms. These algorithms respect some properties identical to their
model.
A DES-like cryptosystem or pseudo-DES is an algorithm based on DES [2],
but which slightly diers. For example in [3], DES was obfuscated by secret
external encoding. In this article, we study a pseudo-DES whose s-boxes dier.
When the goal of an attacker is to retrieve information on a private algorithm,
his attack is termed reverse-engineering. One has to remark that the cipher key
is often considered known in a reverse engineering attack.
Algorithms can be secured against algorithmic attacks for reverse engineering. In the case of DES, Luby and Racko demonstrated in [4] the following

result: no ecient algorithm exists to determine the round function of a more
than 3-rounds Feistel, with only observation of couples (plain-text, cipher-text).
Despite this security, an algorithm may be vulnerable to physical cryptanalysis
for reverse engineering. There are two family of physical cryptanalysis for reverse engineering: SCARE (Side Channels for Reverse Engineering) attacks as
in [5,6,7,8] and [9]; and FIRE (Fault Injection for Reverse Engineering) attacks.
In this paper we have chosen to speak about FIRE. Fault injection attacks
consist in disrupting the circuit's behaviour in order to alter the correct progress
of the algorithm. Biham and Shamir studied fault injection attacks on DES,
in [10] and [11] in order to recover the key. The rst time that fault injection
attacks were used to reverse engineer a DES-like cryptosystem was described
by Clavier

et al. in [3]. But this pseudo-DES was dierent than the one studied

here. Our attack studies a DES-like where s-boxes are customised. Indeed, there
is an extremely large choice of s-boxes, whereas the other parts of a Feistel
network have less degrees of freedom to be varied. FIRE attacks against secret

et al. on DES-like and AES-like
et al. on substitution-permutation networks

s-boxes were presented in [12] by San Pedro
cryptosystems, and in [13] by Ming

and Feistel structures. These state-of-the-art reverse-engineering attacks focus
in a generic way on relations in the last round of the Feistel cipher. A feature of
our paper is that results are obtained with dierentials between s-boxes outputs
as in [12] and [13]. But, our approach is dierent: we fully exploit the knowledge
of the cipher structure to design an adapted attack. The main idea is injecting
faults in register

R14

instead of

R15

as in [12]. The second idea is to consider

some properties of DES s-boxes described in [14].
The paper is organised as follows. The section 2 describes the DES. The section 3 presents previous works. Our proposed improvement of FIRE is described
in 4. The section 5 presents the algorithm for cryptanalysis and our results. The
conclusion is drawn in section 6.

2

Description of DES

Data Encryption Standard (DES) was developed by the National Bureau of
Standards [2]. Even if Advanced Encryption Standard (AES [15]) is the new
cipher block standard, the DES is not outdated. DES and 3DES are still in
use in many devices. Fig. 1 presents DES. DES is a symmetric cryptosystem,
specically a 16-round Feistel cipher. DES starts by
bits and nishes by its inverse



The round function
Expansion

E

F

IP ,

a permutation of 64

IP −1 .

on 32 bits consists in 4 steps.

which maps 32 bits in 48 bits by duplicating half of the bits.

One can note that two bits are used only once in each s-box. And an s-box
has two bits in common with the next s-box and two bits in common with




the previous s-box; we consider that s-box 1 follows s-box 8.
Xor with the 48 bits of round key
S-boxes

yi

Si , i ∈ [[1, 8]],

Kj , j ∈ [[1, 16]].

which substitute a 6-bits input

mi

for a 4-bits output

We note:

Si (mi ) = yi

(1)

In the standard, s-boxes are represented with a table of 4 lines and 16
columns. Let

mi

be one input, the rst and the last bit establish the line

5

number. The bits in the middle establish the column number . To sum up

mi

denes the position in the s-box of a cell and

yi

denes the value in the

same cell.

mi = (25)10 = (011001)2 , the number of line is (01)2 = (1)10
(1100)2 = (12)10 . The output yi is equal to the value
the table associated with Si , at line 1, column 12.
P of 32 bits.

For example, if

and that of column is



in the cell of
Permutation

IP Initial Permutation (64 bits)
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L2

R2

L15

R15

F

R16

L16

IP −1 Final Permutation (64 bits)

Fig. 1.

Scheme of Data Encryption Standard

In this paper, we focus on a customised DES-like cryptosystem, whose s-boxes
have been changed and are unknown, the rest of the algorithm being genuine,
i.e.

3

P , E , IP

and the round keys

Kj

are known.

Previous work on FIRE
∗

In this article, a variable marked by an asterisk ( ) denotes a data modied by
a fault injection; for example
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x∗

is the faulty value of

The columns and lines numbering starts at 0.

x.

The attack described in [13] on Feistel structures is generic in the size of the
s-boxes and of the linear parts. Because the studied data path is dierent, it
cannot be applied to a pseudo-DES. They use two keys per round instead of one
for DES. Their results are presented on a Twosh-like cryptosystem, and they
need in average 234 faults.
Our attack is an improvement of the FIRE attack of San Pedro

et al. [12] on

a DES-like cryptosystem. This section summarizes this last one. Unlike in [13]
which applies an 8-bits random fault model, the fault model of [12] is a single
bit fault: the value of one bit is switched.

R15 in [12]. There is a maximum of two dierent bits between
m∗ and m the s-boxes inputs of the last round. To ascertain whether the collected
The fault occurs in

information is exploitable, San Pedro

et al. focus on the last round as illustrated

in Fig. 2.

R15, R15∗

L15

E

K16
m, m∗

S-boxes
∆y
P

L16, L16∗

Fig. 2.

Attack path of the FIRE attack [12]

Knowing the ciphertext

R16, L16

∗

function of

and

R16

IP −1 .

∗

R16, R16∗

C

and the faulty ciphertext

C ∗,

the values of

can be obtained with the permutation

From the description of DES,

K16 and the expansion E

IP

L16,

the inverse

L16 = R15. The round key
m and m∗ can be

are known. Thus the s-boxes inputs

retrieved with equations (2):

m = E(R15) ⊕ K16 = E(L16) ⊕ K16
m∗ = E(R15∗ ) ⊕ K16 = E(L16∗ ) ⊕ K16
Because

L15

is unknown, the s-boxes outputs

−1

y

and

y = P (R16 ⊕ L15)
y ∗ = P −1 (R16∗ ⊕ L15)

y∗

cannot be retrieved;

(2)

However the dierential between the s-boxes outputs:

∆y = y ⊕ y ∗

can be computed as follows:

∆y = P −1 (R16 ⊕ R16∗ ⊕ L15 ⊕ L15)
Thus:

∆y = P −1 (R16 ⊕ R16∗ )

(3)

∗

m, m and the dierential ∆y , can be
i ∈ [[1, 8]] we have: Si (mi ) ⊕ Si (m∗i ) = ∆yi .
From now on, for an s-box Si we call a relation (4) the link between any two
inputs mi0 , mi1 and a dierential output ∆yi .
Thereby in FIRE attack, only the inputs
computed and split. So for

Si (mi0 ) ⊕ Si (mi1 ) = ∆yi

(4)

One has to remark that the transitive relation of the xor operator, is used to
perform the FIRE attack. It can be applied for relations (4) in the same s-box
to obtain more relations (4). Let

mi0 , mi1
)

Si (mi0 ) ⊕ Si (mi1 ) = ∆yi
Si (mi0 ) ⊕ Si (mi2 ) = ∆0yi

and

mi2

be any three inputs, we have:

⇒ Si (mi1 ) ⊕ Si (mi2 ) = ∆yi ⊕ ∆0yi

Because only relations (4) are known but not equalities (1),

yi

and

(5)

yi∗

are

unknown and the s-boxes cannot be obtained directly. We say that each s-box is
"dened up to a translation". Knowing all relations (4) of one s-box
couple (mi ,

yi )

which satises (1) is needed to fully dene

Si .

Si , only one

For this reason,

FIRE attack must nish with an exhaustive search. The attacker must test the
16 values for a cell (an output
There are

168 = 232

yi

associated with an input

mi )

of each s-box.

guesses to fully dene all 8 s-boxes.

In attack [12], 130 faults are needed in average to dene one s-box up to a
translation. In total,

4

130 · 8 = 1040

faults are needed to nd all 8 s-boxes.

Proposed improvements

This section presents the two improvements of our FIRE attack.

4.1

The Attack Path

Fault model

Unfortunately, in fault injection attacks the circuit can be dam-

aged. Sakiyama

et al. in [16] emphasizes the importance of limiting the number

of fault injections. So, our attack is conducted with this goal in mind.
In our attack, the fault attack randomly changes one and only one bit of
register

R14,

at the end of the fourteenth round. The fault model is a single bit

fault as in [12], but the location of the injection diers.
Biham and Shamir showed the relevance of using injected faults in the penultimate rounds of DES to discover the cipher key. They studied the reverse engineering of s-boxes on DES-like. However they did not use injected faults in

the penultimate rounds to discover DES-like s-boxes. Based on these seminal
works [10,11], we improved their s-boxes recovery attack, by applying faults in
the last but one round. A fault in

R14

is more propagated than a fault in

R15,

R14, R14∗

L14

E

K15

S1

S2

S3

S4

S5

S6

S7

S8

S3

S4

S5

S6

S7

S8

P

L15, L15∗

R15, R15∗

E

K16
m, m∗
S1

S2

∆y
P

L16, L16∗

Fig. 3.

R16, R16∗

Propagation of the fault on R14 in the round 15 and 16.

i.e. more bits in the s-boxes inputs of the last round are faulted. We note
fault on

R14∗ ,

Expansion

so

E

e

the

e = R14 ⊕ R14∗ .
duplicates half of the bits of the previous

R (R14

or

R15).

A

faulty bit at an s-box input can change the 4 bits at the output. Thus the combination of expansion and s-boxes can fault 8 bits in
on last round, 16 bits of

∗

m

can dier with

R15∗ .

With the expansion

m. Thanks to this propagation which

is illustrated in the Fig. 3, many s-boxes can be attacked at the same time. The
injection of one faulty bit is rarely uniform, thus with a single-bit fault injected
in

R15

as in [12], some s-boxes may be dicult to reach. This problem does not

exist in our attack.

One might argue that targeting precisely

R14 might seem tough; but in prac-

tice, it is possible to know if a fault occurred in the last or the last but one round.

L16 has more than 8 faulty bits, then the fault occurred earlier than R14, and
L16 contains
less than 9 faulty bits, the fault occurs in R14. One has to remark that if L16
contains only one faulty bit the fault can have occurred in R15. Although such
a fault conveys less information than one in R14, it can nonetheless be exploited.
If

shall be discarded since not usable by our attack. Otherwise if

As explained in section 3, we focus on the last round as explained in section 3,
knowing only

R16, L16, R16∗

and

with equation (2). Since the fault

R14∗ = L15∗ 6= L15.

L16∗ . The inputs m and m∗ can be computed
is injected in R14 instead of R15:

So :

∆y = P −1 (R16 ⊕ R16∗ ⊕ L15 ⊕ L15∗ ) = P −1 (R16 ⊕ R16∗ ⊕ e)
Thus,

∆y

cannot be computed as in [12]. In our attack we compute instead:

∆z = P −1 (R16 ⊕ R16∗ )
One has to remark that

(6)

∆z 6= ∆y . It comes from the fact that, L15∗ = L15⊕e, so:
∆y = ∆z ⊕ P −1 (e)

∆z and ∆y diers only by one
∆y . The steps to retrieve e are

(7)

bit. We must nd the value of

e

in order to get

described in the next paragraph 4.1.

An unknown dierential
we study

We are now interested in nding e. For that purpose
∆m . Let ∆m be the dierential between s-boxes inputs in the last round.

∆m = m ⊕ m ∗
∆m

can be computed and then split in eight

∆mi ,

one for each s-box.

Case where e is discovered ∆mi = 0 ⇒ ∆yi = 0.
if inputs

mi

and

m∗i

are equal, output

yi

the fault is found; the faulty bit is the bit of
permutation

P −1 .

We have found

e

thus

∆y

s-boxes we have relations (4). In practice for
a probability equals to

Indeed for a given s-box Si
yi∗ . If ∆mi = 0 and ∆zi 6= 0
∆zi which equals 1 up to the

equals

can be computed with (7). For all

10000

faults, this case occurs with

0.56.

Case where e stays unknown

e
eb the guessed fault for e such that
all bits of eb are equal to zero except the bits b.
If there are no ∆mi = 0 with ∆zi 6= 0, input dierentials ∆mi must be
examined in more details. The dierentials ∆mi 6= 0 indicate s-boxes which have
In this paragraph we list the dierent values of

which may explain our experiment. We note

a faulty output in round 15. Table 1 indicates the s-box in round 15 from which
each bit of

mi

comes from.

Table 1.

Origin of the 6 bits of ∆mi in the last round from the s-boxes in round 15.
round 16 \ bits 1 2 3 4 5 6
∆m1
S7 S4 S2 S5 S6 S8
∆m2
S6 S8 S3 S7 S5 S1
∆m3
S5 S1 S4 S6 S7 S2
∆m4
S7 S2 S5 S8 S3 S1
∆m5
S3 S1 S2 S6 S4 S8
∆m6
S4 S8 S7 S1 S3 S5
∆m7
S3 S5 S4 S8 S2 S6
∆m8
S2 S6 S3 S1 S7 S4

An observed faulty output implies a faulty input. In round 15, either two
s-boxes have a faulty output or only one s-box has a faulty output.

• Two s-boxes have a faulty output in round 15.
If two s-boxes have a faulty output, there are always only two possible faulty
bits in

R14∗ ,

noted

b1

and

b2

which may explain

∆m .

The table of expansion

eb1 and eb2 . One has to
(P −1 (eb1 )))i = (P −1 (eb2 )))i = 0;

is used to retrieve them. There are two possible values
remark that there are 6 s-boxes
thus

∆y i

is known and equals to

Si for which
∆zi . We have

6 relations (4).

∆m1 , 4 of ∆m2 , 1 and 4 of
15 s-boxes S7 and S8 have
faulty outputs. In the table of expansion, bits 28 and 29 of R14 are shared on S7
−1
and S8 . There are two possible values of e: e28 and e29 . P
({28, 29}) = {6, 22}.
The bit 6 is at the output of S2 , and the bit 22 is at the output of S6 . For s-boxes
Si , i ∈ {1, 3, 4, 5, 7, 8}, ∆yi = ∆zi .
Suppose that the attacker observes that bits

∆m 4

6

of

are equal to one. Table 1 indicates that in round

• Only one s-box has a faulty output in round 15.
The attacker observes that only one s-box Si output

is modied in round 15

Si input. It may
Si+1 . In s-boxes two

and the faulty bit does not aect necessarily only one s-box
aect the inputs of two s-boxes, either

Si−1

and

Si

or

Si

and

inputs may have the same output. Thus, if the single bit fault modies the input,
the output could stay unchanged. Note that the case where only one s-box is
aected is more likely. As a consequence, six single bit faults

are possible.

eb1 ,
eb2 , eb3 , eb4 , eb5 and eb6 . One has to remark that there are 2 s-boxes Si for which
(P −1 (ebj )))i = 0; thus ∆yi is known and equals to ∆zi . We have 2 relations (4).
For example, the attacker observes that bits 6 of ∆m4 , 2 of ∆m5 and 3 of
∆m7 are not equal to zero. Table 1 indicates that in round 15 only S1 has faulty
outputs. The set of bits {32, 1, 2, 3, 4, 5} of R14 determines the input of S1 . There
−1
are six possible values of e: e32 , e1 , e2 , e3 , e4 and e5 P
({32, 1, 2, 3, 4, 5}) =
{25, 16, 7, 20, 21, 29}. The bit 25 respectively 16, 7, 20, 21 and 29 is at the output
of S7 , S4 , S2 , S5 , S6 and S8 . For s-boxes Si , i ∈ {1, 3}, ∆yi = ∆zi .
They can be retrieved with the expansion

E.

R14∗

There are six possible values

In conclusion

R14∗ . More
precisely there are one, two or six possible fault values, noted ebj . Each ebj gives
for any

∆m

we have a set of possible fault values in

an equation (8).

S(m) ⊕ S(m∗ ) = ∆z ⊕ P −1 (ebj )
We call

I

(8)

this set of equations, where only one of these equations is correct.

Ii , one for each s-box. If |I| = 1, we
|I| = 2, we have 6 relations (4). And if

This set can be split in eight subsets

∆y thus we have 8 relations
|I| = 6, we have 2 relations (4).
have

(4). If

It may be noted that many simplications appear in the sub-sets

bj

are always next to each other. When going through

patched to dierent s-boxes. Thus an s-box
consequence, for

l 6= j , (P −1 (ebl ))i = 0
∆y i = ∆z i

Thus a fault

e

or

Si

Ii .

The

these bits are dis-

is concerned by only one

bj .

As a

and:

∆zi ⊕ (P −1 (ebj ))i

gives, for each s-box such that

possible dierentials

P −1

mi 6= m∗i ,

a maximum of two

∆yi .

Even if the fault value

e is unknown when it is injected, the set of possibilities
∆y , which in the end lead us to

is very small. We have a lot of information on
dene the s-boxes up to a translation.

4.2

S-box properties

S-boxes of a DES-like cryptosystem can be a priori any

{0, 1}6 → {0, 1}4

func-

tion. Obviously such functions are not invertible, but this is anyway not a requirement since the DES-like decipherment also uses the direct s-boxes. However,
to resist cryptanalytic attacks, it is highly recommended that the s-boxes respect
some properties. Some desired properties of s-boxes are described and justied
by Brickell in [14].
We decided to take into account only the two following properties, which are
used in many pseudo-DES ciphers, as for example in DESL [17]

6

Of course, dierent or additional constraints could be assumed as well, without fundamentally changing our conclusions.

Property P1: Changing 1 input bit of an s-box results in changing at least 2
output bits.
P1 implies that a faulty bit at the input of one s-box changes its output.

e

is

unchanged is excluded. So, P1 reduces the number of possible single bit faults

bj

Thus the case where the output of one s-box aected by a single bit fault

from six to two. With this property and the paragraph 4.1, there are a maximum
of only two possible faults in

6

R14∗ ,

noted

eb1

and

eb2 .

Let us notice that DESL is not primarily intended to resist reverse-engineering attacks, but to be more lightweight [18] than the genuine DES. Still, it is an illustration
that trading s-boxes for others can done safely.

Let's use the example of the paragraph 4.1. Only the bits
at the input of

S1 ,

the other bits are also at the input of

two possible error values

Property

P2:

e2

and

S8

2

and

and

S2 .

3

are only

There are

e3 .

Each line of an s-box is a permutation of the integers 0 to 15.

Property P2 implies that a line contains 16 dierent values. If the values of 15
cells on the same line are known; by elimination, the last cell is equal to the missing integer in interval

[[0, 15]].

The number of possible s-boxes is

It would be natural to think that

4 · 16 − 1 = 63

(16!)4·8 ≈ 21376 .

relations are needed to dene

an s-box up to a translation. But, P2 implies that with 14 adequate relations we
can nd all the relations on this line. Thus to dene an s-box up to a translation,

4 · 14 = 56

relations are sucient.

Property P2 allows to eliminate wrong hypotheses for dierentials

mi0 , mi1 be any two inputs which
Si (mi0 ) = yi0 6= yi1 = S(mi1 ). Thus, ∀mi2 ,
deed, let

∆y i .

In-

are associated with the same line;
an input such that

Si (mi2 ) = yi2 ,

we have:

Si (mi0 ) ⊕ Si (mi2 ) = yi0 ⊕ yi2 6= yi1 ⊕ yi2 = Si (mi1 ) ⊕ Si (mi2 )
In practice, for a relation (4) with

mi0 6= mi1

we have one of the following

properties: either (9) or (10).

• mi0 , mi1
mi1 :

belong to the same line. Let

mi2

be any input, dierent from

mi0

and

(
Si (mi0 ) ⊕ Si (mi1 ) = ∆yi ⇒
• mi0

and

mi1

Si (mi0 ) ⊕ Si (mi2 ) =
6 ∆yi
Si (mi1 ) ⊕ Si (mi2 ) =
6 ∆yi

are associated with two dierent lines

l

and

l0 .

Let

mi3 6= mi1 be an input associated
(
Si (mi0 ) ⊕ Si (mi3 ) 6= ∆yi
Si (mi0 ) ⊕ Si (mi1 ) = ∆yi ⇒
Si (mi1 ) ⊕ Si (mi2 ) 6= ∆yi

be an input associated with l. Let

(9)

mi2 6= mi0
0
with l :
(10)

In FIRE attack [12], property P2 is not fully exploited. Thereby properties
(9) and (10) are not used.

5
5.1

Implementation and results
Experimental Validation

In order to validate the fault model, we conducted an experimental campaign of
faults against a smart-card that embeds a hardware DES accelerator. Of course,
the DES module in this smart-card is genuine (i.e. the s-boxes are original), but
the kind of faults that will appear is likely to be representative of a DES despite
its s-boxes are customized.

The smart-card is fabricated in CMOS

66

DES runs at

130

nm technology. Internally, the

MHz under a voltage supply of

1.3

V. The DES co-processor

computes one round per clock cycle. Its s-boxes are implemented in logic gates,
and not in ROM. It is known that in such designs, the critical path goes through
the s-boxes, because they are made up of several layers of gates.
The experiment consisted in reducing the power supply and to check for the
integrity of the DES computation. For each voltage value, the DES module was
submitted

1000

single-block encryptions in ECB (Electronic Code Book) mode

of operation (i.e. without initial vector nor chaining).
The produced cipher-texts were processed with two metrics. The rst one
is simply the

proportion of incorrect encryptions.

Intuitively, the smaller the

supplied voltage, the more incorrect encryptions are obtained. The second metric is the

proportion of incorrect encryptions caused by a bit-ip.

To compute

this metric, a software version of the DES has been programmed, in which any
intermediate bit can be ipped: thus, there are
responding to the

64

64 × 16

bits of the LR register and to the

possible locations, cor-

16

rounds. If for one of

these positions, the software yields the same erroneous cipher-text as obtained
experimentally, then it is conrmed that this a bit-ip indeed occurred in the
circuit. Of course, the proportion of incorrect encryptions is greater than proportion of incorrect encryptions caused by a bit-ip. The dierence is labeled
multiple faults.

100
90

Faults
Single errors
Multiple errors

80
Occurrence [%]

70
60
50

Majority of
single errors

Majority of
multiple errors

40
30
20
10
0
830

820

810

800
790
Voltage [mV]

780

770

760
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Fig. 4.

The results are shown in Fig. 4. It can be seen that the DES starts to produce
erroneous encryptions at a relatively low voltage. Nonetheless, the chip remains
functional, and so the voltage can be lowered even more. We can see that there
is a range, between

0.825

and

.820,

where all the faults are bit-ips. Below

this interval, a bit-ip cannot explain the fault found in the ciphertext. This
is due to the fact many bit-ips occur, which hinders our reverse-engineering
attack. Nonetheless, our attack perfectly works in the identied voltage range

[0.825, 0.820].

5.2

Implementation

Graphs
Gi ,

The relations in s-boxes can be represented with eight disjoint graphs

one for each s-box. The nodes of a graph represent the 64 dierent input

values of an s-box

Si .

Two nodes are linked by one edge, such that its weight

is equal to the number of possible

∆yi

for these inputs. At the beginning all

possible dierentials are possible. The weight of an edge is equal to 16, or 15
if the edge connects two inputs of a same line. The attack ends when all the
weights are equal to one. Eventually, the total weight is equal to

Algorithms
i.e. all
set

I

In A, Algorithm 1

Gi , i ∈ [[1, 8]]

Attack

P63

i=1

keeps running until s-boxes are retrieved,

have not a total weight of

2016.

A fault injection

of equations (8) as explained in 4.1 . It is stored in a list

L.

eight, and each part is exploited by the sub-function Algorithm 2
which updates graphs

from

r

e

gives a

It is split in

Update_graph

Gi , i ∈ [[1, 8]].

More precisely Algorithm 2 in A uses relations
A relation

i = 2016.

contains two inputs

mi

and

m0i

r

associated with an s-box

and a list of possible

∆yi

Si .

extracted

Ii or from properties propagation. If there is only one ∆yi , r is a relation (4).

In this case properties (5) and (9) or (10) can be applied.

 Simplify r:

if the number of ∆yi can be reduced, i.e. there are some ebj such
(P −1 (ebj ))i = 0.
 Update Gi with r: the ∆yi listed in r stays assigned to the edge which links
∗
the mi node with the mi node. The weight of this edge becomes equal to
the number of possible ∆yi in r .
 Update Li with r: if it can eliminate some ebj in a set of equation I .
 Update Gi with (5): new relations are computed with r, Gi and the transitive
that

property of xor (5).

 Update Gi with property

(9)

or

(10)

from the edges which link the node

5.3

:

on the s-box lines:

mi ,

∆yi

is withdrawn

according to property (9) or (10).

Results

We have simulated 1000 attacks with Matlab. The statistical results are detailed
in Table 2. Our experiments showed that 423 faults were needed in average to
dene all s-boxes up to a translation thanks to the injection of faults in

R14.

It is 2.45 times better than the previous FIRE attack [12] which inject faults in

R15

and needs 1040 faults.

Statistics about the number of faults necessary to succeed an attack (estimated from 1000 attacks)
Table 2.

statistic
without
with
tool
P1 and P2 P1 and P2
mean
423.07
234.76
standard deviation
63.30
34.08
median
413
231
minimum
313
168
maximum
654
394

Furthermore taking into account P1 and P2 improves again our attack. Property P2 decreases greatly the needed number of faults. Property P1 simplies
the algorithm, since it reduces the size of the set

I.

Indeed, only 234 faults were

needed in average. Finally our attack is 4.44 times better than the previous FIRE
attack [12].
We study an example of attack, illustrated in Fig. 5. This attack needed 352
faults to dene s-boxes up to a translation. Compared to the mean this case is
deliberately chosen bad in order to observe the attack behaviour. The number
of new relations obtained at each fault is given in Fig. 5.
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Number of new relations obtained at each fault for an instance of an attack
which needs 352 faults
Fig. 5.

At the start, a fault gives between 2 and 8 relations. It is expected since at
the beginning we have only few relations in graphs. Starting from approximately
50 faults, the algorithm obtains a lot of relations. The dierent properties allow

to bring out many relations. The number of new relations (4) discovered at
each fault injection, starts by increasing at the beginning of the attack and then
decreases to zero. Starting from approximately 250 faults to the last one, faults
bring almost no new relations.
Due to the randomness of faults, at the end of an attack, Algorithm 1

Attack

waits for an adequate fault to be injected. The other faults do not give any new
relations. Algorithm 1 eliminates all relations obtained by these faults, because
there are already known. Algorithm 2

Exhaustive search

Update_graph

is not called any more.

The previous paragraph shows that the last faults in at-

tack do not bring a lot of information. In this paragraph, the new idea is to stop
the attack before s-boxes are dened up to a translation and nish in exhaustive
search.
When Algorithm 1

Attack

is stopped at a chosen number of faults, the total

graph weight is dierent than

2016.

There are edges with a weight not equal to

1. Relations (4) have to be guessed to nd the s-boxes.
Using properties (5), (9) and (10), each new guess eliminates some possible
relations (4) and thus modies the weight of several edges. The weight of the
minimum spanning tree of the graph is the upper bound on the number of
guesses. Indeed this weight represents the total number of guesses if guesses are
independent. Kruskal's algorithm [19] allows us to nd the spanning tree and its
weight. Thanks to this algorithm we have a correct maximization of the number
of guesses to nish our attack.

Table 3.

Results for 100 attacks with dierent numbers of faults

Number Average of number Median of maximal Maximum number
of faults of s-boxes which
number of guesses
of guesses
are retrieved
to dene s-boxes
to totally
up to a translation up to a translation
dene s-boxes
120
0.04
4.549 · 1042
2174
14
140
0.89
9.5105 · 10
282
160
2.76
62208
247
180
4.53
16
236
200
6.06
8
235
220
6.93
4
233
240
7, 5
0
232

Table 3 presents three results for a given number of faults on 100 attacks.
First, it gives the number of s-boxes in average which are dened up to a translation. The second column indicates the maximum number of guesses which are
used to retrieve s-boxes up to a translation. We prefer to use the median rather
than the mean because of the presence of sparse extreme values which alter the

representative power of the mean number. The last column gives a rough estimate of the number of guesses needed to dene fully the s-boxes. It takes into
account the

232

guesses on s-boxes when there are dened up to a translation.

According to his computational power, an attacker can stop the attack at the
number of fault given in Table 3. For example, with a computational power of

247 ,

we need only

160

faults to retrieve fully the 8 s-boxes by an achievable ex-

haustive search. Recall that the exhaustive search of the s-boxes (without FIRE)
would require an infeasible amount of

24×2

6

×8

= 22048

We have briey studied a single bit fault attack on
aects too many bits in

∆z .

hypotheses.

R13. But a single bit fault

The guesses on the injected fault are too numerous

to be operated.

6

Conclusion

In this paper we have presented a FIRE attack on a pseudo-DES which has unknown s-boxes. Our attack is inspired by [12] and decreases the required number
of faults. Our improvement is based on the innovative idea to exploit faults
striking the penultimate round (R14) instead of the last one (R15). Although
the dierential equations are more complicated, they are also more rich in that
they allow a parallel attack on a large number of s-boxes. This cuts the number
of faults to succeed the attack by a factor of two. Furthermore, our attack has
the remarkable property that it can easily be educated with a priori information
about the s-boxes. Typically, by considering basic properties of balancedness and
propagation criteria, the attack's convergence can be sped up by an additional
factor two.
Concretely, we show that by considering this fault injection, 423 faults were
needed in average to dene all s-boxes up to a translation. It is 2.45 times better
than the previous FIRE attack [12] which injects faults in

R15.

Our attack

requires no a priori knowledge on the s-boxes. However, in practice, it is desirable
that Feistel schemes' s-boxes have some properties. We show that if we assume
that s-boxes have some selected properties, then our attack can be made even
faster. Indeed, this strategy is winning since it converges to the correct solution
in about 4.44 times fewer faults than the FIRE attack [12]. Finally we need

234

faults in average to dene 8 s-boxes up to a translation. The attack limits the
number of fault injections which can damage the circuit.
Furthermore we show that a trade-o between the number of injected faults
and the nal exhaustive search can be tuned. For example, with a computational
power of

247 , we need only 160 faults to retrieve fully the 8 s-boxes by an achiev-

able exhaustive search.
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A

Appendix

Algorithm 1 Attack

: inject faults until s-boxes are dened up to a translation.

8 graphs Gi , i ∈ [[1, 8]] of total weight 2016 for 8 s-boxes.

...Output :

Initialization of 8 graphs Gi
Create an empty list L of sets I associated with e
while All Gi have not a total weight of 2016 do
Generate a new couple ciphertext, faulty ciphertext (C, C ∗ )
Compute m, m∗ with equation (2) and ∆z with (6)
Write I (the size of I depends on the use P1 or not)
L = [L, I]
Split I in sub-sets Ii
for i = 1 to 8 do
Update_graph (Ii , Gi , L)
end for
end while

Return the 8 graphs Gi

Algorithm 2 Update_graph

:

Store

and

process

for a given s-box

one graph Gi , i ∈ [[1, 8]]
L list of sets I (8)
Ii a sub-set of equations on Si
...Output : a graph Gi , a list L

...Input :

l = r obtained from Ii
while l is not empty do
Take the rst relation r in l
Simplify r if it is possible
if r is new relation in Gi then
Update Gi with r
Update L with r
if r is a relation (4) then
Update Gi with property (5)
0
if mi and mi are on same line then
Update Gi with property (9) (Only if P2)
else

Update Gi with property (10) (Only if P2)
end if
end if

Store new relations in l
end if

Remove r from l
end while

relations

(4)

and

(8)

